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Abstract—In recent years, internet of things (IoT)-based tech-
nology has been deployed to different areas of water supply
system. This is in line with the Smart Water Network Manage-
ment (SWNM) initiative, that aims to propose a methodology to
improve operational performance and monitoring of water supply
systems. In the smart water network management applications,
IoT-based technology is facing quite a few challenges. In this
paper, we present IoT’s applications for monitoring the water
supply network with emphasis on its application to water quality
and leakage monitoring. In these applications, the technical
challenges of IoT-based technology are also discussed. Finally,
future research directions in this domain are also highlighted,
which may be useful for further studies.
Keywords—Leak monitoring, internet of things, sensor cover-
age, smart water network management, water quality.
I. INTRODUCTION
Modern water supply systems (WSSs) are complex and
challenging to maintain due to improved urbanisation levels
and consumer demand uncertainties. A WSS consists of a
water source (lakes, rivers or groundwater), a water treatment
plant, a pumping station, and pipe networks for transmission
and distribution of water. The raw water is sent to a treatment
plant for processing and thereafter, the processed water is sent
to the consumer through a complex network of distribution
pipes. To achieve a better operational performance, it is
necessary to monitor and effectively manage the components
of WSSs (from the water treatment plant to the distribution
network). Although water quality can be efficiently monitored
at treatment plants and pumping station, however, owing
to pipe leakages and cross-connections, the quality may be
compromised during distribution. Leaks may initiate infections
into the water distribution system operating in low-pressure
conditions [1]. Unfortunately, in the distribution networks,
continuous real-time water monitoring remains a challenge.
This creates a pressing need to embrace a technology ca-
pable of providing water system facilities with continuous
monitoring capabilities in real-time. One of the technological
paradigms that offer such capabilities is the Internet of Things
(IoT).
IoT is a system of web-enabled smart devices and sen-
sors equiped with embedded processors and communication
technology to acquire, transmit and process the acquired
data from an environment. IoT-based technology has been
The authors wish to acknowledge University of Johannesburg, South Africa
for the support.
used in various engineering and industrial applications [2, 3]
for monitoring, optimising operations and decision making.
Of importance is its application to water supply networks
management. In these applications, quite a few challenges
are encountered. Therefore, in this paper, we discuss the
challenges of IoT-based technology in the Smart Water Net-
work Management (SWNM) applications. Prior to this, the
various components and architecture of the IoT system are
first discussed. Thereafter, the application of IoT-based system
to areas of SWNM and the studies in this area is discussed
in Section III. Section IV presents the challenges of IoT-
based technology in the smart water network management
applications, and future directions while Section V concludes
the paper.
II. IOT SYSTEM COMPONENTS AND ARCHITECTURE
A. IoT components
Conventional IoT systems consist of smart sensors and
devices, an IoT gateway, cloud data analysis and user interface
as illustrated in Fig. 1. The smart sensors are one of the key
components in an IoT system. These sensors are used to ac-
quire real-time data from an object or a physical environment.
Fig. 1. IoT system components.
With the latest advances in semiconductor technology, low-
cost micro-smart sensors are being developed for several
applications. In a WSS, some of the adopted sensors, among
others, include a temperature sensor, pressure sensor, flow
level sensor, pH sensor, and moisture level sensor. These
sensors are deployed to acquire data related to a specific
application. For example, a smart pressure sensor provides a
measurement of the water pressure along a pipe in a water
supply system. In most cases, the data from these sensors
is usually in analogue form and must be transformed into a
digital data stream for further processing along the system.
Thus, a data acquisition system (DAS) equipped with an em-
bedded processor performs the in-network data transformation
(analogue-to-digital conversion) and pre-processing. Although,
with the latest technological advancement, the smart sensors
are equipped with a DAS and an embedded processor for data
pre-processing [4]. These sensors have wireless transmission
capabilities that enable them to connect directly to the internet
via an IoT gateway. Pre-processed data is conveyed to the IoT
gateway which receives the digitized data and routes it over
the internet to the remote data computing & processing centre.
For large-scale applications such as WSS, multiple of these
sensors are usually arranged in sensor nodes to communicate
the measured data via wireless communication technologies
such as ZigBee, WiF, etc. In addition, smart sensors are
powered by batteries and due to the power constraint, low-
power wireless technology is a major requirement for their
data transfer. The deployment of these sensors also depends
on the application requirements. In a WSS infrastructure
monitoring, the smart sensors and the wireless communication
technology adopted must have a long-range capability. In an
IoT-based water system application, a huge amount of data is
provided by the smart sensors and devices, so in the cloud
computing, IoT cloud offers tools for receiving, processing
and managing & storing the massive data in real-time [4].
An advanced/big data analysis is carried out at this centre to
transform the enormous sensor data into useful information
that can be perceived and used at the application centre for
thorough analysis.
B. IoT architecture
Several studies were published in the literature presenting
the basic architecture of an IoT system ranging from a 3–4
layers architecture [5–8]. Considering these studies, an IoT
architecture may be viewed as the one illustrated in Fig. 2.
In Fig. 2, the sensing layer is integrated with smart devices
and sensors to acquire real-time data from an environment de-
pending on the applications. In the WSS, data related to water
level, water pH, temperature, water flow, the pressure within
the water pipe system is acquired. The smart sensors may also
interchange data among other devices. In the network layer, an
active connection to the internet via wireless communication
technology is provided to the smart devices and sensors. This
layer is used to provide data transmission between the sensing
layer and the service or application layer. In some cases, the
network layer enables the processed data to be transmitted
directly to the service or application layer for decision making
[5]. The service layer is used for creating and managing
user-required application services [7]. The application layer
is usually the last part of any conventional IoT architecture.
Elsewhere, it can be considered the interface layer [7]. This
layer provides end users with specific application services. In
smart water systems, user-specific applications such as water
quality monitoring, pipeline health & leakage monitoring,
wastewater monitoring and intelligent decision-making type
applications are usually provided in this layer.
The network layer provides a connection to the internet
to smart devices via wireless communication technology. The
wireless communication technology used ranges from short–
range to long-range wireless communication technologies.
The short-range communication technologies include Radio
Fig. 2. A 4–layer architecture for conventional IoT systems adapted from [7].
Frequency Identification (RFID), wireless fidelity (Wi-Fi),
Bluetooth, Near-Field Communication (NFC), ZigBee etc.
Amongst others, the long-range communication technologies
include LoRa, LoRaWAN, SigFox, NB-IoT, Weightless etc.
Each of these wireless communication technologies has its
own application requirements and limitations. In Table I,
the characteristics of some common wireless communication
technologies used in an IoT system is compared. As shown
in Table I, most of these technologies are low-power with
varying coverage area and data rates. For instance, Bluetooth
and Wi-Fi cover short distances with high data rates. Data rate
concerns the number of data that can be conveyed per unit
of time. Amongst the low-power wireless communications,
SigFox offers long-range capability especially in the rural
settings (up to 50 km) and it consumes less power. However,
its data transmission rate is relatively low. Likewise, low-
power long-rage wide area network (LoRaWAN) can cover
long distances up to 20 km in rural areas but with low
data rate. Moreover, 3G/LTE and LTE-A cover long distances
up to 30 km and have a relatively high data rate, however,
their power usage is very high when compared to some other
wireless communication technology used in an IoT system.
Thus, for water supply systems monitoring which is large-
scale infrastructure, SigFox or LoRaWAN may be deployed
albeit with low data rate.
III. APPLICATIONS OF IOT-BASED TECHNOLOGY IN
WATER SUPPLY NETWORK MANAGEMENT
The IoT-based system has been used for monitoring WSS
infrastructure. Among others, the relevant areas of IoT in water
system include leakage monitoring, water quality monitoring,
water resource management, and wastewater management [9–
12]. In this paper, its application to water quality and leakage
monitoring is discussed. In addition, the research studies in
this domain are presented.
A. IoT-based water quality monitoring
Water pH and temperature are important parameters in the
assessment of water quality. For a safe drinking water system,
each of these parameters has a threshold value above which
water quality can be compromised. A pH value of 7 basically
indicates that a substance is neutral. In the drinking water
system, the Environmental Protection Agency [13] provides
a pH range of 6.5 to 7.85 as a standard value to prevent
excessive acidic or alkaline water consumption. At higher
pH values, ammonia (NH+4 ) changes to NH3 promoting the
growth of bacteria that contaminates water [9]. Monitoring
the temperature of water is also another important step to
TABLE I
CHARACTERISTICS OF SOME COMMON SHORT-TO-LONG RANGE IOT-BASED WIRELESS COMMUNICATION TECHNOLOGIES.
Technology Standard Data rate Network topology Coverage Power
usage
RFID ISO/IEC 18000 424 kbps P-2-P Around 50 cm; 3 m; Up to 1.5 m Low
Bluetooth IEEE802.15.1 Up to 25 Mbps Star 100 m (class-1); 10 m (class-2); 1 m (class-3) Low
ZigBee IEEE802.15.4 250 kbps Star, tree, mesh 10–100 m LOS Low
Wi-Fi IEEE802.11 54 Mbps; 6.75 Gbps Star 140 m; 100 m Medium
NFC ISO/IEC 18092 106–424 kbps P-2-P < 0.1 m Low
3G/LTE/LTE-A 3GPP 1 Gbps; 500 Mbps Star 5–30 km High
LoRa LoRa Alliance 0.3–50 kbps Star 1 km (urban); 10 km (rural) Low
LoRaWAN LoRa Alliance Up to 100 kbps Star 5 km (urban); 20 km (rural) Low
6LowPAN RFC6282 250 kbps Mesh Up to 100 m Low
SigFox SigFox <10 kbps Star 10 km (urban); 50 km (rural) Low
Weightless Weightless SIG Up to 100 kbp M–2–M Up to 10 km Low
NB-IoT 3GPP 20–200 kbps Star 1 km (urban); 10 km (rural) Low
water quality monitoring. The Canadian drinking water quality
reports that the rate of chemical reactions in water decreases as
the temperature decreases and vice versa [14]. A temperature
of 150C is therefore safe for the drinking water system as
set out in the Canadian Drinking Water Quality Guidelines
[14], while a temperature of around 200C is reported in South
Africa [15]. It is therefore essential to monitor these values in
order to ascertain that they are within an acceptable range.
For continuous real-time measurement and monitoring of
the pH and temperature, an IoT-based system can be deployed.
A typical IoT-based water quality monitoring is illustrated in
Fig. 3. In this system, the measured data related to pH and
flow rate is sent to a microcontroller that pre-process the data
and convey to IoT-based cloud storage. The microcontroller
has a built-in wireless module for internet connections. The
Fig. 3. IoT-based water quality monitoring.
processed data is sent via wireless communication technology
to a distant centre where processing occurs. Communication
between the sensor and the microcontroller is usually short-
range. However, from the microcontroller to the cloud storage
& user centre, a long-range wireless communication is essen-
tial. As shown in Fig. 3, the processed data may also be stored
in the cloud for future reference. At the processing centre,
the real-time measurement is compared to the pre-defined
values; any deviation from the pre-defined values provides an
insight into the water quality. Accurate and extensive data is
required to ascertain this. This is because, at the user centre,
human decision and controls decision regarding water quality
are made. This may include public warning announcements,
valves closure and flushing of pipes. This stage is equipped
with a user-friendly decision support system. At this stage, a
message is sent to a control system to control the operation
of the installed valves on the system. The control valve is
utilised to stop water flow along the pipe where water quality
is compromised.
Several research studies reporting the use of IoT-based
technology for water quality monitoring can be found in [10–
12]. In [10], the proposed water quality monitoring uses IoT,
wireless sensor network and communication protocols. Data
related to turbidity, density, temperature and pH were acquired
and are sent to a monitoring unit via a base station. In [11,
12], data related to dissolved oxygen concentration [11] and
conductivity [12] were included. These systems are equipped
with analogue to digital conditioning system, a data acquisition
system and a cloud-based processing system. Unlike the stud-
ies in [11, 12], an energy harvester is incorporated to supply
the sensors with extra power. The energy harvester uses the
velocity of the water to produce an intermittent power supply.
In most of these studies, applications to small laboratory
test beds of water supply were reported. However, practical
applications in large-scale piping runs of the real WSS are a
major concern. Furthermore, the water quality could be deter-
mined, but the contaminant source could not be ascertained.
In a situation where the contaminant source and its spread
are known, a control valve is used to isolate only the affected
pipes. Therefore, a contaminant source identification and an
advanced control system may be research for integration into
these studies.
B. IoT-based leakage detection and monitoring
Fig. 4 shows the architecture of an IoT-based wireless sensor
network for pipe leakage monitoring. This system comprises of
some pressure and flow sensors arranged in sensor nodes (Sn1
to Snn) placed on a pipe to measure pressure drop caused by
leaks and the water flow pattern in the pipe. The pressure
data measured by these sensors is conveyed from the sensor
networks to a base station through an IoT gateway and to
a remote-processing control centre. At the cloud computing
and storage, computational processing and data storage takes
place. The processed data could also be stored in the cloud.
Fig. 4. IoT-based leakage monitoring.
The pressure and flow sensors provide real-time pressure and
flow measurements along the length of the pipe at several
points. From these measurements, a pressure and flow profile
are created and stored in the database. At the processing centre,
a statistical analysis and decision support system are equipped.
This analysis is applied to pressure measurements, so if there
is any significant change in pressure or flow measurements,
a leak alarm will be raised. The leak alarm is sent to the
remote-control station where the optimal decision is made by
the human user and a control signal is sent to the control valve
either to stop the water flow to the node where the leaking pipe
is located or to reduce pressure at entrance of a district meter
area where such pipes are located.
Several studies in this domain could be found in the
literature [16–18]. In [16], a WaterGrid-Sense was initiated
to give monitoring and control platform to some water dis-
tribution network components in real-time. In [17], numerous
force resistive sensors (FRS) were utilised to capture pressure
changes in plastic pipes. The FRS is arranged in sensor
nodes, so communication between sensor nodes employs ra-
dio frequency (RF) signals. Using RF signals depends on
the application environment. In underground environments,
poor signal strength is observed while using an RF signal
for communications because electromagnetic waves are well
attenuated in these environments. In Abdelhafidth et al. [18],
an IoT-based system architecture for leak localisation on water
piping system in a city in Tunisia is proposed. The pressure
and flow rate sensors positioned at about 100 m along the
pipe provide continuous measurements. For large-scale water
piping runs, several of these sensors will be deployed if
the same distance is maintained which increases the cost of
implementation. For accurate and reliable measurements, these
sensors must be positioned correctly. Practical applications
with reduced implementation costs in large-scale water pipe
networks are also an issue. In these studies, the efficacy of the
proposed IoT-based leak monitoring depends on the sensing
elements and the specific application environments.
IV. IOT-BASED SWNM APPLICATION CHALLENGES AND
FUTURE TREND
A. Application challenges
IoT-based technology is increasingly being applied in the
WSS and has been gaining attention in recent years. However,
so many challenges could hinder this growth. These challenges
include power usage, coverage (for sensors and the wireless
communication technologies), security & privacy, complexity,
big data analysis, connectivity, cost of deployment and inter-
operability as illustrated in Fig. 5.
Fig. 5. IoT-based SWNM application challenges.
1) Power usage: WSSs are large-scale infrastructure, thus,
the utilisation of IoT-based technology in such systems must
meet some specific application requirements. In a leakage de-
tection and monitoring application, the smart sensors deployed
for acquiring the pressures and flow rate along the pipes are
usually arranged in a sensor node for continuous real-time
measurements. These sensors are powered by batteries and are
expected to work without interruption for several years. Mod-
ern smart sensors are equipped with an embedded processor to
process the measurement data. During this process, energy is
consumed even more which is a major concern. Nonetheless,
research studies can be found in the literature [19–21] with a
focus on improving the energy efficiency of these sensors and
the sensor nodes. For example, small-scale energy harvesting
prototypes are developed in [19, 20] to supply intermittent
energy to the sensors. The intermittent energy produced was
used to charge the battery-powered sensors. While the energy
conservation of sensor node remains an important ongoing
research area, the integration of energy harvesting strategies
increases the complexity of the IoT-based system.
2) Complexity: The complexity of IoT-based technology
depends on the specific application. In the smart water net-
work management, an IoT-based technology can be used
simultaneously for water leakage detection and monitoring,
pipeline health monitoring and water quality monitoring on the
same water supply network. In each of these applications, the
system must be designed in accordance with such application
requirements. Besides, it is often a challenging task to design
and implement a wide range of smart sensors needed for such
applications. For example, in leakage detection and locali-
sation application as well as the pipeline health monitoring
applications, pressure sensors, flow sensors, accelerometer (to
measure vibration on a water pipe surface), ultrasonic sensors,
temperature sensors, and FRS can be deployed for real-time
measurements. Exploring several of these sensors to effectively
detect leaks increases the system’s complexity.
3) Cost of deployment: WSSs are large-scale and complex
infrastructure. Efficient monitoring of such systems, therefore,
requires the deployment of a wide range of sensors to provide
measurements in real time. As the future of the IoT-based
SWNM grows, the application requirements also improved
requiring some other smart sensors to be developed to meet
the application requirements. This increases the overall cost
of deploying such a system.
4) Connectivity challenge: Another challenge in IoT-based
water network management applications is the wireless con-
nectivity challenge. In an IoT system, the smart sensors and
devices are connected to the internet via a wireless communi-
cation network. The commonly used wireless communication
protocol has limitations and application environments. Some
of these technologies have power requirements and commu-
nication distance they can cover. In any WSS application,
wireless communication coverage is an important factor. As
can be seen in Table I, some of these wireless communication
technologies such as Bluetooth, WiFi, NCF are designed for
short-range capabilities that can cover up to a few meters
of <1000 m. Nevertheless, some wireless communications
such as SigFox are long-range and can cover up to 40 km in
rural settings. For applications in the large-scale water supply
networks (which has thousands of kilometres of distribution
pipes) with a minimum deployment cost, improved long-
range communication is crucial. Furthermore, the efficacy of
the wireless communication technology used by the smart
devices and sensors would depend on the specific application
domain. For instance, in an underground application, RFID
communication technology between smart sensors should not
be used since electromagnetic waves are well attenuated in
these environments [22].
5) Security & privacy: This is a big challenge in IoT-
based water network management applications. As discussed
previously, IoT-based technology uses wireless communication
technologies for its operation. However, due to the open nature
of wireless media, they have more security risks and are prone
to numerous attacks. A successful attack on the WSS could
cause a different level of system damage. Severe damages
such as long operational downtime that causes an outage to
a geographical area, service disruptions, and financial loss
to water utilities, amongst others, have been reported [23].
Therefore, as the IoT-based SWNM application grows, the
significance of security also becomes a major concern.
6) Bigdata analysis: IoT systems generate enormous
amounts of data from connected smart devices and sensors
and applications that need to be analysed effectively. In
some systems, in-network processing is provided. The in-
network analysis can sometimes be computationally complex
and power-intensive depending on the application type. For
instance, if a ground penetration radar (GPR) (used for leak
localisation) [24] is used in an IoT system, the GPR data is
complex and sometimes difficult to analyse. Thus, advanced
computational tools may be used at the expense of long com-
putational times and high-power consumption. Smart analytics
solutions are required in most IoT-based SWNM applications
to improve the overall performance.
7) Coverage problem: The coverage of sensors and wire-
less communication technologies used is another major chal-
lenge using IoT-based technology in water network man-
agement. Sensor coverage concerns how long IoT smart
sensors can observe the measuring physical environment. In
many SWNM applications, the coverage is a fundamental
requirement and thus becomes a major issue in the study
of sensors. For example, using an acoustic sensor for water
leak localisation in a water network, the sensor mounted on
the pipes must be able to cover areas where leaks occur to
detect the leak signal. When a leak occurs, acoustic sensors
positioned along the pipe, spot the acoustic emission signal
as it spreads along the pipe [24]. Thus, sensor coverage is
a key issue. Furthermore, the wireless communication used
by IoT smart devices must have a long coverage capability
as previously discussed. Thus, sensor network & wireless
communication coverage enhancement and optimal placement
of sensors are important research areas.
Interoperability of the IoT connected devices and sensors
is another challenge. In this case, several smart devices and
networks must be able to communicate with one another to
exchange data. As IoT-based applications in water network
management grow faster, several inexpensive micro-electro-
mechanical systems will evolve and utilised. Thus, the inter-
operability of these devices with previously installed sensors
is a key issue.
B. Future directions
The list outlined in this section covers future research
studies in the IoT-based smart water network management
applications.
Energy efficiency: Further research studies should be inten-
sified to improve the energy efficiency of the sensing device
and sensor nodes with a low cost of implementation. Research
studies are required to develop high performance and robust
energy efficient methodologies for IoT-based applications.
Improved sensor and communication coverage: Cover-
age is a significant requirement for large-scale applications.
Therefore, further investigations into the development of low-
cost, low-power and long-range smart sensors and wireless
communication technologies are essential.
Optimal sensor placement: Intensive monitoring of the
water supply network pipes will improve water quality and
leakage awareness. Unfortunately, it is impracticable to install
water quality and pressure sensors at every node or pipes in
the network due to a large number of these sensors that may
be required for this purpose under limited budget constraints.
To deal with this, the sensors should be positioned at tactical
positions along the pipes. Thus, one of the areas of research
interest that should be considered in future studies is the
optimal placement of these sensors for good coverage and
detection, that will minimise the number of sensors needed.
Highly efficient and rapid algorithms should be investigated
to solve problems related to optimal sensor position along the
pipe. This is to achieve good measurement needed for leakage
and water quality analysis. Improper measurements can lead
to incorrect decision-making.
Advance data analysis tools: IoT systems generate enor-
mous data from the connected smart devices and sensors
depending on the type of applications. Further investigations
should be carried out into smart analytical solutions for the
generated application data. The smart analytical solutions must
be computationally efficient and consume less power during
computation. Smart analytics solutions are therefore needed
in most IoT-based SWNM applications to improve overall
performance.
Data security: Traditional approaches such as encryption to
solve data security issues are not enough to make a significant
improvement due to the increasing computing power leading
to the development of many decoding algorithms. The security
provided by these schemes has been compromised, raising
concerns over a robust security scheme to protect critical in-
frastructure operational data. Future IoT-based systems, there-
fore, require an advanced and dynamic security mechanism
for IoT-based SWNM applications.
V. CONCLUSION
The benefits of deploying IoT-based technology in sup-
porting SWNM initiatives cannot be overemphasised. In this
paper, the applications of IoT-based technology in the smart
water network management are discussed with a focus on its
application to water quality monitoring and leakage detec-
tion. Technical challenges from these applications, research
gaps and future research directions are also discussed. The
future of IoT-based technology in water network management
is promising. Nonetheless, additional studies are needed to
enhance the system and application challenges. In general,
the use of low-power, long-range sensing and communication
technologies are major requirements in any IoT-based SWNM
applications. The authors are hopeful that the paper will serve
as a benchmark for researchers and utility managers about the
progress and future directions of IoT in the SWNM context.
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